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COMMON INTERNAL
FRAUD SCHEMES



STEALING MAIL RECEIPTS

£ Since very little cash is sent by maill,
most thefts of mail receipts involve
checks

e Most difficult for fraudster to conceal
e Company expects account receivable

e When payment not received late
notice sent out

¢ Customer complains and shows
cancelled check



STEALING MAIL RECEIPTS

¢ Checks have to be cashed or
deposited in a bank account

eThi s | eaves a ntral | c
the perpetrator

e Most common form is lapping
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STEALING MAIL RECEIPTS

- Red flags include:

- Customer and company show different
amounts owing/paid

= Amounts in A/R journal, cash receipts
journal and deposit slip do not match

= Unauthorized or unexplained discounts,
write - offs of customer accounts

- |llogical debits used to balance accounts
receivable



STEALING MAIL RECEIPTS

= One way to control is to send out monthly
statements and late notices.

= This will cause reconciliation of customer

iInformation with company information on
a guicker basis

- May allow you to catch fraud early

- Require supervisory approval for write
offs, discounts and any adjustments to
A/R ledger

= Create an exception report for any
alterations to accounts receivable



UNDERSTATING SALES &
RECEIVABLES

- |s a variation of cash theft skimming and
theft of mail receipts

- Not all cash is stolen or entire amount of

mail receipt is not stolen

- Record a sale for $75 instead of $100 and
pocket the extra $25

- Understating receivables can be concealed
using false discounts

= Glve customer full receipt and then issue
phony discount voucher to the bookkeeper



THEFT OF NON-CASH ASSETS

e Two typical ways employees
misappropriate non - -cash assets:

e Steal the asset with no intention of
returning it

e Borrow the asset, misuse it

e Many employees start by
ANborrowingo the asset

stealing them once they see nobody
noticed the first one missing
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THEFT OF NON-CASH ASSETS

Non - cash assets typically subject to
theft/misuse Iinclude:

Inventory

Supplies

Tools and equipment

Raw materials

Computers and other office equipment
Telephones (personal long distance)
Company cars



PAYROLL FRAUD

Employee creates false documents such-as
phony time cards

Causes company to pay out more In
salary, commissions or benefits than it
should

Types of payroll fraud include:

Ghost employees

Overstatement of hours

False commission schemes

Fal se Workerso compens at



GHOST EMPLOYEES

¢ For this type of fraud to work there
must be 4 things that occur

e Perpetrator must fabricate all
necessary personnel and payroll
records (such as name, address) and
these must be entered into payroll
system



GHOST EMPLOYEES

¢ False timekeeping documentation
must be submitted to record hours
worked

¢ False timekeeping documents must
be authorized. Usually involves the
feor.g hinge -0 fo o S-Usp-ef:MI SOl

¢ Paycheck must be cut and issued and
perpetrator must be able to intercept
the check



GHOST EMPLOYEES

e Intercepting check is maost difficult

nart

e Depending on how payroll is
distributed this can be accomplished
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e Picking up check personally

¢ Having check mailed to perpetrators
address




GHOST EMPLOYEES

¢ Having check mailed to address of
accomplice

¢ Having check mailed to PO Box
controlled by perpetrator

¢ Direct deposit of check to
perpetrators account ,
account or phony account set up in
ghost empl oyeedos name



EXPENSE REIMBURSEMENT
FRAUD

- Nearly as common as payroll fraud
schemes

= Loss to this type of scheme is relatively
low compared to payroll fraud schemes

- Examples include:
= Claiming personal travel as a business trip

= Listing dinner with a friend as business
development

= Typically perpetrated by high -level
employees, owners and officers



EXPENSE REIMBURSEMENT

FRAUD

e Another method of expense fraud is to
overstate the actual cost of business
expenses

e Altering receipts to show higher amount
Substituting receipts 1 for example

E

pu
air
ex
air

rchase an expensive and an inexpensive
Ine ticket. Submit receipt for

pensive ticket. Get a refund from

Ine for expensive ticket and use

Inexpensive ticket to travel



EXPENSE REIMBURSEMENT
FRAUD

e Another method Is to invent fictitious
business expenses and submit them
for reimbursement

¢ Creation of false receipts is very easy
with todayos desktop

£ You can also obtain blank receipts
from legitimate sources and fill them
out and submit them



FALSE BILLING/INVOICE
SCHEME

¢ Employee creates false vouchers or
Invoices to be paid by the employer

e This causes company to pay for non
existent services or overstated prices

e Second most common method of
employee fraud

e Several reasons this IS SO common



FALSE BILLING/INVOICE
SCHEME

e Perpetrator does not risk removing
assets from premises - I company
typically mails a check

e Money Is abundant; losses from this
type of scheme are estimated to be
the highest per incident

e Since companies typically pay many
different suppliers this scheme Is
easy to conceal




FALSE BILLING/INVOICE
SCHEME

e Most false billing schemes involve a
service that was never performed

£ |t IS easlier to conceal a service never
performed than goods never received

¢ Most involve the set up of false
vendors (shell companies)

e Employee is typically the person
responsible for approving such
Invoices



CHECK TAMPERING

e Disbursement fraud scheme whereby
employee either prepares a fraudulent
check for his own benefit or intercepts and
cashes a check intended for third party

¢ The only type of disbursement fraud
where perpetrator physically prepares a
fraudulent check or alters a legitimate
check

e Most other disbursement fraud schemes
Involve the creation of false documents
that cause the company to mail a check



