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RISK ASSESSMENT APPROACH
TO CONTROL DESIGN

e Threat T any potential adverse
event that could be damaging to
system or organization

e Exposure 1 potential dollar loss
should particular threat become a
reality

e Risk T likelihood that the threat will
actually come to pass



RISK ASSESSMENT APPROACH
TO CONTROL DESIGN

e Determine threats that confront
company

e Estimate the risk of each threat
occurring

e Estimate exposure from each threat
¢ |dentify controls to prevent threat

e Estimate costs and benefits from
putting controls in place



RISK ASSESSMENT APPROACH
TO CONTROL DESIGN

IS It cost beneficial to protect system
and organization from the threat?

e Yes I Implement internal controls

e No - go back to determine next
threat that confronts the company



INTERNAL CONTROL
OBJECTIVES

Internal controls are the plan of organization
and the methods a business uses to
accomplish the following:

e Safeguard assets
e Provide accurate and reliable information

¢ Promote and improve operational
efficiency

¢ Encourage adherence to prescribed
managerial policies



EFFECTIVE CONTROL
ENVIRONMENT

e Commitment to integrity and ethical
values

tManagement os phil os of
operating style
¢ Organizational structure

£ Audit committee of the Board of
Directors



