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� Overview of Risk Management
� Critical Success Factors
� CAN/CSA ISO 31000-2010
� Pulling It All Together
2:15 Questions and Clarifications

This Morning

2:15 Questions and Clarifications
2:30 Break
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Why Risk Management?

Automated
IRM

Sustainable Confidence
& Reliability

reactive

Anticipatory

reactive

3

Manual

Detective Preventative

Individual
Controls

Anticipatory

Evolving the portfolio of 
manual/detective controls 
toward an automated, 
preventative state is central to 
reducing costs and mitigating 
risk to achieve objectives
B. Bost, 2006
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This is the perfect time to move your organization t o a comprehensive and 
fully integrated implementation of risk management.

All governments around the world are using risk to focus efforts on being 
more effective. Risk management is all about gettin g great results efficiently 
and continuously, even as circumstances change. 

The Federal  government is moving to risk based all ocation for all 

A Global “Best Practice”

The Federal  government is moving to risk based all ocation for all 
expenditures of over $1 million as of April 1, 2011 . 

The promulgation in November of last year of  a glo bal risk management 
standard , ISO 31000-2009,  is a great step forward . As ISO 31000-2009 is  
based on both AS/NSZ 4360 and Canada’s Q850, for pe ople currently using 
these standards, few changes are required. 
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risk
effect of uncertainty on objectives

risk management

The New Definitions

risk management
coordinated activities to direct and 

control an organization with regard to 
risk
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Risk Action Planning Decision Tree

Acceptable ?
YES

NOTolerance
Escalate

For information

Risk Event

Assume

Can You Act?
Escalate
For action

MonitorNO

YES

Avoid ShareMitigate

Specific actions with owner and date
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Risk Management Continuum

Comprehensive

Proactive
Integrated Risk Management

Incorporates risk management 
into strategic direction setting 
and day to day management

|    February 1, 2010 |    Resilience, A Risk Management Perspective7

Reactive
Crisis Management

Organizations respond 
to events that have 

occurred

Comprehensive
Management of Specific 

business risks on an 
individual basis

Based on April 2003 Report of the Auditor General of Canada, Chapter 1 Integrated Risk Management



� A risk governance model that reports to the most se nior 
executive committee or management board.

� Implementation of a set of criteria for Impact and 
Likelihood that are used in every risk assessment t hat is 
reported to the management board.

� The inclusion of risks beyond conventional hazard 

Characteristics of a Best Practices approach

� The inclusion of risks beyond conventional hazard 
categories, including the full spectrum of strategi c and 
operational risks.

� Operationalizing risk management as a management 
activity, fully integrated into all decision making .
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INTRODUCTION AND 
OVERVIEW

Setting the stage for success
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Strategic and Operational

Strategic Risks
Usually are seen across the 

enterprise
Have clear links to final 

outcomes
Are likely to remain evident 

Operational Risks
Operate close to the 

delivery of service
Rarely have clear links to 

enterprise outcomes
Often have a narrow scope 

11

Are likely to remain evident 
for 3 to 5 years

Are normally seen across a 
wide span (operationally 
and geographically)

Are managed at the most 
senior levels

Often have a narrow scope 
or apply to a limited 
range of activities

Can be short lived as 
management tools 
respond to manage these 
risks

Are managed at the 
program delivery level
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Integrated with planning process and the Program Ac tivity 
Architecture:
Department-wide Implementation (annual cycle)

Risk Profiling done at the Sector Level (like activities)

Delivered in each geographic Region

Imbedded in the existing departmental business planning 

Three  Applications of Risk Management

12

Imbedded in the existing departmental business planning 
process

Risked-based Decision Support 
Considers current conditions and two or three possible 
decisions

Management of Project Risks:
Risk tolerance is directed towards project rather than 
enterprise risks
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Critical Success Factors 

Focus on Sustainability. Leverage existing practices 
for risk management purposes.

Be Pragmatic . Customized strategy should be 
supported by simple and efficient methods that meet 
the needs of, and add value to, managers. 

Take a Balanced Approach . Balance between level of 

13

Take a Balanced Approach . Balance between level of 
investment, value expected from investment and the 
capacity of the organisation

Be Realistic . The sophistication of the risk 
management regime must be in step with the maturity 
of the organization’s other management processes. 

Provide Leadership . Establish champions across the 
organization, with clear accountabilities
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Critical Components

Senior Management Support
Enterprise wide committee

Internal Engagement and Tailoring
Pilots

Who to involve

14

Who to involve
Pitchers, catchers, clients

Integration with Existing Planning Cycle
Where the Three Types fit in

A Decentralized Approach
Staying On Track
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A Difficult Decision

Risk Area Status Quo Option One Option Two

A Harm to Conservation 25 20 12

B Harm to Environment 21 24 12

C Harm to relations with Partners 9 21 24

15

D Reduced Economic Activity  12 10 3

E Opposition from ENGO’s 16 4 20

F Risk to transportation 12 16 2

G Requirement for Funding Beyond 
Available Resources 

4 12 16

H Harm to Canada – USA Relations 12 4 4

I Decision Creates Communication 
Risk

8 12 25

J Risk of Legal Action 4 3 12
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Implementation That Fits The Organization

Decisions Informed
By IRM Occur Here

Line
By Outcome
(Program
Architecture)

16

By IRM Occur Here

By Location
(Region)
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Statement of the risk event that, if it materialize s, can negatively 
affect the achievement of enterprise objectives

Risk Name

There is a risk that . . . 
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Impact Criteria
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Criteria For Rating Risk Likelihood

Likelihood % Probability Experience/Observed Frequenc y

5. Almost Certain More than 95% Occurs regularly here.

75%25%

Rare Unlikely Moderate Likely
Almost 
Certain

0% 100%5% 95%

19

4. Likely 76 – 95% Has occurred here more than once, or is 
occurring to others in similar circumstances.

3. Moderate 25 – 75% Has occurred here before, or has been observed 
in similar circumstances.

2. Unlikely 5 – 24% Has occurred infrequently before to others in 
similar circumstances, but not here.

1. Rare Less than 5% Almost never observed - may occur only in 
exceptional circumstances. 
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Who Should Attend

10 to 20 people 
At least half “deliver” 

The line manager

The client for the work

1
2
3
4
5
6
7
8
9
10

20

The client for the work

One or two key “enablers” 

The line manager’s manager 
For the opening and closing of the workshop

10
11
12
13
14
15
16
17
18
19
20
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Fully Integrated Self 
Sustaining Risk Management

A BEST PRACTICE  FOR YOUR 
DEPARTMENT OR AGENCY

Sustaining Risk Management
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The Complexity of COSO
The Committee of Sponsoring Organizations of the Treadway Commission.

The Old

The future may include a COSO 
update informed by ISO 31000

The Old

Newer
Treadway Commission was 
established in 1985 in response to 
the problem of the 1970’s



5.2

C
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5.7
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R

5.3  ESTABLISHING THE CONTEXT

5.4.3  RISK ANALYSIS 

5.3.2 External Context
5.3.3 Internal Context
5.3.4 Risk Management Process Context
5.3.5 Developing Risk Criteria

Determine existing controls

Determine
Likelihood

Determine
Consequences

Estimate Level of Risk

5.4

R
I

A
S
S
E
S

5.4.2  RISK IDENTIFICATION

What can happen, when, where, how & why

ISO 31000:2009

N

&

C
O
N
S
U
L
T
A
T
I
O
N

&

R
E
V
I
E
W

5.4.4  RISK EVALUATION

5.5  RISK TREATMENT
5.5.2 Selection of risk treatment options
5.5.3 Preparing and implementing risk 

treatment plans

Compare against criteria.
Identify & assess options.
Decide on response.
Establish priorities.

I
S
K

S
S
M
E
N
T

February 4th, 201023 |    Best Practices in Public Sector Risk Management 



Risk management should….

1. Create value
2. An integral part of organizational processes
3. Part of decision making
4. Explicitly address uncertainty
5. Be systematic and structured
6. Be based on the best available information

Critical Success Factors

6. Be based on the best available information
7. Be tailored
8. Take into account human factors
9. Be transparent and inclusive
10. Be dynamic, iterative and responsive to change
11. Be capable of continual improvement and enhancem ent
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An Integral Part of Organizational Processes
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Process for Managing Risk
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The simplest comprehensive implementation of 
Enterprise Risk Management follows the “Deming Cycle ” 

Be systematic and structured

PlanPlan
PLAN

Establish the objectives and 
processes necessary to deliver 
results in accordance with the 
expected output. 

DO
Implement 

�%

Do

Check

Act Do

Check

Act
Implement 

CHECK
Measure and compare the results 
against the expected results to 
ascertain any differences. 

ACT Analyze shortcomings to 
determine their cause. Determine 
where to apply changes that will 
result in improvement. 
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In order to produce reliable and accurate results 
the process must identify risks in way that 
allows those who face the risks to contribute and 
groups risks in accordance with their mode of 
action and potential risk treatment. 

Produces Reliable and Accurate results

The development of key risks is possibly the most 
critical step. These must indeed be risks (not 
drivers or consequences). They must be 
strategic while at the same time being 
sufficiently granular that effective risk treatment  
can be implemented
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Tailoring In Response to Risk Appetite

Large Appetite for Risk Plan for All  Extreme Risks 

Increasing Likelihood � Increasing Likelihood �
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DM/DMC

ADM/RDG

Reg. Dir.

Dir/Mgr

��

Standard Risk Averse

Increasing Likelihood � Increasing Likelihood �
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“you start managing risk before your feet hit the f loor in the morning”. 

Effective risk management requires the same steps a s the decisions 
encountered at a stop light. 
Objectives (like getting to your destination) must be clear and 

attributes of achievement (I must get there before…)  must be 
included. You assess the compliance of others (did everyone stop 
for the red), and manage uncertainty based on your risk tolerance (is 

Take into account human factors

for the red), and manage uncertainty based on your risk tolerance (is 
there time for me to cross on the yellow light?). 
Your action/inaction is guided by your analysis and  your risk 
tolerance. Common carriers (railway, bus and air) a re very aware that 
their customers have delegated risk management to t hem and 
generally operate very conservatively (by regulatio n and by choice) 
so as to ensure that they are not more risk toleran t than their most 
risk intolerant client. 
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Iterative approaches have been given the label “ada ptive management”. 
The short version is “if what you are doing isn’t w orking, change 
something”. You need to ensure that the changes are  within the 
scope of good practices (i.e. ISO compliant) but be yond that iterative 
is part of tailoring. 

Responsive to change – No more Maginot lines 

Be dynamic, iterative and responsive to change
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Following on the commitment to tailoring and 
responsiveness, Enterprise Risk Management must be 
capable of continuous improvement and enhancement.
This is only possible when standards and guidelines  that 
are used relate to the high level framework and 
characteristics that must be achieved and are not s o 
proscriptive that they hobble innovation and prohib it 

Be capable of continual improvement and enhancement

proscriptive that they hobble innovation and prohib it 
improvement. 
Enterprise Risk Management need to be assessed base d 
on its value. This approach will not only enable 
continuous improvement but will seek it. 
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ALIGNMENT WITH MISSIONALIGNMENT WITH MISSION

)
�
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Alignment

Risks are always linked to the objective (or 
deliverable) that is at risk

Integrated Risk Management is most 
successful at an enterprise level when it is 
linked as closely as possible to the 
outcomes of the agency

))

outcomes of the agency
Wherever possible Integrated Risk 

Management should be designed to fit into 
existing approaches and time lines
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Implementation That Fits The Organization

Decisions Informed
By ERM Occur Here

Line
By Outcome
(Program
Architecture)

)�

By ERM Occur Here

By Location
(Region)
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Remember – tailored.
The top of the governance structure must 

be the most senior committee, while it is 
best if it is the departmental 
management committee, it can be the 

Risk Governance

management committee, it can be the 
departmental audit committee (but the fit 
is not as good). 
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Roles and Responsibilities

Chief Risk 
Officer (CRO)

Chief Risk 
Officer (CRO)

Risk 
Management 
Champions

Risk 
Management 
ChampionsDirector

Risk Oversight
Director

Risk Oversight

)%

Risk Register 
Owners

Risk Register 
Owners

Risk 
Owners

Risk 
Owners
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Director of Risk Oversight
The Director who is responsible for 

maintaining capacity to enable the 
risk management activities and to 
provide quality control and quality 

The Players 

provide quality control and quality 
assurance for the risk management 
activities
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Risk Champion
A senior manager in the Enterprise who works with 

the Risk enabler to engage the enterprise in the 
activity of risk management. The risk champion 
is accountable to the DM for reporting on 

The Players 

is accountable to the DM for reporting on 
whether a full implementation of risk 
management has been achieved, and for making 
recommendations on next steps to ensure full 
Enterprise Risk Management  is achieved 
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Risk Register Owner
Each risk register has an owner. Each risk 

register owner is responsible for 
maintaining the risk register in accordance 
with enterprise standards, including 

The Players 

with enterprise standards, including 
ensuring it is updated. The risk register 
owner also apprises the risk enabler as to 
the status of planned risk treatment that 
has been identified in the risk register.  
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Risk Owner
person or entity with the 
accountability and authority to 
manage risk (ISO 31000:2009)

The Players 
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ROLES AND RESPONSIBILITIES OF THE CRO.

First and foremost, the CRO is a process 
owner responsible for the risk 
management self-assessment function and 
is central in providing re-assurance that 
the Enterprise is operating effectively from 

Chief Risk Officer

the Enterprise is operating effectively from 
a risk perspective.  Accountability for 
managing risks will remain with Senior 
Managers.  
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Independence -
The CRO will be independent of any business line, i.e. will 

not have any responsibility for managing risks (risk ownership), 
as this may create a conflict of interest and compromise the 
integrity of the development of risk findings, recommendations, 
and the tone and content of ERM products; 

Neutrality – The CRO will be neutral, i.e. impartial in behaviour 

Chief Risk Officer GOAL AND GUIDING PRINCIPLES

Neutrality – The CRO will be neutral, i.e. impartial in behaviour 
and process.  This is achieved as a result of the unbiased 
treatment of information/issues/files which requires a great 
level of independence.  

IRM is holistic in that it considers Enterprise risks coming from 
any one business line, those that are shared among more 
than one business line, as well as those that are outside of 
any one business line’s purview.
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Draft Risk Management Policy
It is the policy of the Enterprise that consistent, accurate 
and reliable risk information will be collected and  
provided to managers at all levels in the program i n a 
form, and at a time, that will provide for risk bas ed 
planning and priority setting. Risks that are above  the 
risk tolerance of the Enterprise will be assessed to 

Risk Governance

risk tolerance of the Enterprise will be assessed to 
determine if they can be further mitigated. Where 
mitigation can reduce risks to below the risk toler ance of 
the Enterprise in a cost effective way, it is the policy of 
the Enterprise that this will be done. 
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The true test is whether it works. 
It must be valued, relevant and accessible. If your  early 

work is successful, people should be asking to 
participate. 

And….

Pulling It All Together 

IT SHOULD BE FUN …..!
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QUESTIONS
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